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1 Purpose and Scope 68 

This document specifies the OMI framework and architecture for the supply chain of music rights 69 
management. 70 

 71 

2 Normative and Non-normative references 72 

2.1 Normative references 73 

The following documents, in whole or in part, are normatively referenced in this document and are 74 
indispensable for its application. For dated references, only the edition cited applies. For undated 75 
references, the latest edition of the referenced document (including any amendments) applies. 76 

DEX Release Notification Message Suite Standard, Version 4.1, 2017. 77 

DDEX Data Dictionary Standard. Latest Version 78 

DDEX Party Identifier (DPID) Standard. Latest Version 79 

DDEX Definitions and Terminology, https://kb.ddex.net/display/HBK/Definitions+and+Terminology 80 

DDEX Recording Information Notification (RIN), Version 1.1. 81 

IFPI: Global Release Identifier (GRid) Standard. Latest Version 82 

CISAC: Musical Work Licence Identifier (MWLI) Standard. Latest Version 83 

IETF RFC 2616, Hypertext Transfer Protocol – HTTP/1.1, June 1999. 84 
http://www.ietf.org/rfc/rfc2616.txt 85 

IETF RFC 3986, Uniform Resource Identifier (URI): General Syntax, January 2005. 86 
http://www.ietf.org/rfc/rfc3986.txt 87 

IETF RFC 4122, A Universally Unique IDentifier (UUID) URN Namespace, July 2005 88 
http://www.ietf.org/rfc/rfc4122.txt 89 

IETF RFC 7159, The JavaScript Object Notation (JSON) Data Interchange Format, March 2014 90 
http://www/ietf.org/rfc/rfc7159.txt  91 

IETF RFC 7230, Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing, June 92 
2014. 93 
https://tools.ietf.org/html/rfc7230.txt 94 

IETF RFC 7231, Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content, June 2014. 95 
https://tools.ietf.org/html/rfc7231.txt 96 

IETF RFC 7235, Hypertext Transfer Protocol (HTTP/1.1): Authentication, June 2014. 97 
https://tools.ietf.org/html/rfc7235.txt  98 

IETF RFC 7301, Transport Layer Security (TLS) Application-Layer Protocol Negotiation 99 
Extension, July 2014 100 
https://tools.ietf.org/html/rfc7301 101 

IETF RFC 6749, The OAuth 2.0 Authorization Framework, October 2012 102 
https://tools.ietf.org/html/rfc6749 103 

 104 
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 105 

2.2 Non-normative references 106 

The following documents, in whole or in part, are only non-normatively referenced in this document 107 
and are optional for its application. 108 

National Institute of Standards and Technology, Blockchain Technology Overview (NISTIR 8202), 109 
October 2018. 110 
https://csrc.nist.gov/news/2018/nistir-8202-blockchain-technology-overview 111 

Linux Foundation, Hyperledger Fabric Protocol Specification, 2018. 112 
https://github.com/hyperledger-archives/fabric/blob/master/docs/protocol-spec.md 113 

 114 

  115 
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3 Terms, definitions, symbols and abbreviations 116 

The following terms are used in the context of the OMI technical architecture and are focused on 117 
technological aspects. In the case of terminology pertaining to music-related rights, the OMI 118 
architecture borrows from and relies on the DDEX terminology as authoritative. In cases where a 119 
term has meaning in the music context and technological context, additional qualifications are 120 
required. 121 

For clarity, certain words and phrases in this document are expressed in italics to denote their 122 
specific meanings in the context of the music industry. 123 

 124 

Resource (OMI): A file, service, system, or process that participates in the OMI ecosystem and 125 
can be used by others in the technological ecosystem. The term “OMI resource” as a broad 126 
definition is used to distinguish from the narrower “music resource” (DDEX). 127 

Music resource (DDEX): A digital fixation of an expression of an abstract Work (such as a sound 128 
recording, a video, an image, software or a passage of text). Resources are individual assets that 129 
make up a Release. Typical Resources are sound recordings, video clips and cover art images. 130 

Music metadata: Additional information regarding a music resource that aids in its management 131 
within the digital supply chain. 132 

Rights metadata: Additional information regarding a music resource pertaining specifically to legal 133 
rights over the music resource. 134 

Transactions metadata: Information regarding transactions (e.g. in a database or a shared ledger) 135 
in the digital music supply chain pertaining to entities, music resources and music rights. 136 

Shared ledgers: This document uses the term `shared ledger’ to refer to state-sharing 137 
decentralized systems, exemplified today by blockchain technology (see NISTR-8202). The term 138 
is intentionally generic in order to include also distributed database systems and other tightly-139 
synchronized distributed state-maintenance systems which do not employ consensus 140 
computations. 141 

Ledger Record: The data structure used to record information on a shared ledger regarding a 142 
given OMI resource.  The ledger record typically contains minimal information regarding the source 143 
(and audience) of the record, a short description of the resource in question, and pointers or links 144 
(URI/URL) to the resource located elsewhere. It is also referred to as a transaction entry (in a 145 
block) in the context of blockchain technology. 146 

 147 

 148 

 149 

 150 

 151 

4 Document conventions and organization 152 

In this document, features are described as required, recommended, allowed or DEPRECATED as 153 
follows: 154 

Required (or shall or mandatory)(M). 155 
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• These basic features shall be implemented to comply with OMI Architecture. The phrases “shall 156 
not”, and “PROHIBITED” indicate behavior that is prohibited, i.e. that if performed means the 157 
implementation is not in compliance. 158 

Recommended (or should)(S). 159 

• These features add functionality supported by OMI Architecture and should be implemented. 160 
Recommended features take advantage of the capabilities OMI Architecture, usually without 161 
imposing major increase of complexity. Notice that for compliance testing, if a recommended 162 
feature is implemented, it shall meet the specified requirements to be in compliance with these 163 
guidelines. Some recommended features could become requirements in the future. The phrase 164 
“should not” indicates behavior that is permitted but not recommended. 165 

Allowed (may or allowed)(O). 166 

• These features are neither required nor recommended by OMI Architecture, but if the feature 167 
is implemented, it shall meet the specified requirements to be in compliance with these 168 
guidelines.  169 

DEPRECATED. 170 

• Although these features are still described in this specification, they should not be implemented 171 
except for backward compatibility. The occurrence of a deprecated feature during operation of 172 
an implementation compliant with the current specification has no effect on the 173 
implementation’s operation and does not produce any error conditions. Backward compatibility 174 
may require that a feature is implemented and functions as specified but it shall never be used 175 
by implementations compliant with this specification. 176 

Conditionally allowed (CA) 177 

• The definition or behaviour depends on a condition. If the specified condition is met, then the 178 
definition or behaviour is allowed, otherwise it is not allowed. 179 

Conditionally required (CR) 180 

• The definition or behaviour depends on a condition. If the specified condition is met, then the 181 
definition or behaviour is required. Otherwise the definition or behaviour is allowed as default 182 
unless specifically defined as not allowed. 183 

 184 

Strings that are to be taken literally are enclosed in “double quotes”. 185 

Words that are emphasized are printed in italic. 186 

 187 

 188 

 189 

5 OMI architecture 190 

5.1 Overview 191 

The OMI architecture enables resource-based open interactions among entities in the music 192 
rightsholder ecosystem. 193 

The OMI architecture leverages existing industry standards and technologies, and provides a 194 
framework for solutions for establishing interactions and managing flows of rights-related data and 195 
metadata. 196 
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Specifically, the OMI architecture provides: 197 

• An interoperability framework for rights-holders in the music ecosystem, across multiple 198 
market segments, based on existing data and metadata standards (e.g. DDEX). 199 

• A decentralized distribution model for metadata and rights-holder information that allows 200 
for better visibility and tracking into the music rights supply chain. 201 

• Common protocol(s) for discovery between metadata consumers (e.g. DSPs) and 202 
rightsholders (e.g. record company) in a decentralized fashion. 203 

• An access model that enable RESTful operations on the OMI Resources (data and 204 
metadata), observing entity authentication and authorization requirements for access.  205 

• Opportunity for innovation and product differentiation, while maintaining a high degree of 206 
services interoperability. 207 

 208 

5.2 Principles 209 

The OMI architecture is organized conceptually into three major aspects that provide overall 210 
separation of concern: decentralized resources model, RESTful operations and common APIs 211 
(Figure 1): 212 

• Decentralized Resources Model: The decentralized resources model provides the 213 
abstractions and concepts required to logically model, and logically operate on the 214 
decentralized data and metadata pertaining to music and rights. Non-human entities are 215 
seen as resources that can be acted upon, where resources are uniquely identified and 216 
addressable.  Examples of resources include files (data or metadata), databases, metadata 217 
repositories, business process implementations, and so on. 218 

• RESTful Operations: The generic CRUDN operations (Create, Read, Write, Delete, Notify) 219 
are defined using the RESTful paradigm to model the interactions with an OMI Resource 220 
in a protocol and technology agnostic way. 221 

• Common APIs:  The Application Programming Interfaces (APIs) provides a uniform 222 
method to act upon resources based on the RESTful operations that are agnostic to the 223 
underlying implementation of data and metadata repositories (e.g. monolithic database, 224 
distributed databases, decentralized ledgers). 225 

• Agnostic technical implementation: Various parts and components of the OMI 226 
architecture can be implemented using different technological implementations. Because 227 
technology which will evolved over time the OMI architecture remains agnostic to technical 228 
implementation. 229 

 230 

 231 
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 232 

 233 

Figure 1: OMI architecture - concepts 234 

 235 

 236 

5.3 OMI functional block diagram  237 

The OMI functional block diagram encompasses all the functionalities required for OMI 238 
interoperability. The functional blocks are depicted in Figure 2 and listed below. 239 

• Networking: Provides functionalities required for OMI entities to exchange data among 240 
themselves over the network (e.g., Internet). 241 

• Transport: Provides end-to-end flow transport. Examples of a transport protocol include 242 
HTTP and HTTP/S, and in some cases maybe plain TCP and UDP. 243 

• OMI Framework: Provides the OMI core functionalities as defined in this specification.  244 

• Applications (profile): Provides market segment specific data model and functionalities 245 
(e.g. local/national music market).  246 

 247 

 248 
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 249 

Figure 2: OMI functional block diagram 250 

 251 

 252 

5.4 OMI Framework 253 

The OMI Framework consists of functions which provide core functionalities for OMI operations. 254 

 255 

• Decentralized Resources Model: Specifies the capability for representation of 256 
decentralized resources in the OMI ecosystem.  257 

 258 

• Identification, Addressing and Linking: Defines the identifiers, addressing capability and 259 
cross-linking (when applicable) for technological resources, music resources and entities 260 
in the OMI ecosystem. 261 

 262 

• RESTful APIs and CRUDN: Specifies the syntax (definition) for open music RESTful APIs 263 
and the semantics of the operation(s) effected by interacting with that API, using the 264 
industry standard notion of stateless CRUDN (Create/Read/Update/Delete/Notify) access 265 
paradigm over the RESTful APIs. 266 

 267 

• Registration and Discovery: Specifies the technical mechanisms for an entity to make 268 
known (register the existence of) music resources to a database or shared ledger, allowing 269 
other entities in the ecosystem to discover the music resources.  Registration pertains to 270 
information (music metadata) regarding a given music resource, and does not make the 271 
music resource itself available for access. 272 
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 273 

• Tracking and Reporting. Specifies the technical mechanisms to validate the status of a 274 
music resource as it travels the digital supply chain, from its creation point (e.g. DAW), into 275 
a Release, then Product and into one or more Deals. This status information may be used 276 
by other technical mechanism that create machine readable and human readable reports. 277 

 278 

• Transactions and Settlement: Specifies the technical mechanisms for entities to 279 
exchange goods and services within shared databases or on shared ledgers, and for the 280 
completion or settlement of the transaction to be recorded in a non-repudiable manner. 281 

 282 

 283 

6 Decentralized Resources Model 284 

6.1 Introduction 285 

The OMI architecture seeks to reflect the current predominant model of resources on the Internet 286 
by viewing the various parts of the open music ecosystem as resources which are reachable 287 
through a unique URI/URL.  The current state of a resource must be machine-readable through 288 
the standard RESTful paradigm. For private resources, authentication and authorization maybe 289 
required for access.  290 

For example, a DDEX NewReleaseMessage or CatalogListMessage containing information 291 
regarding a music release is considered to be an OMI resource that is encoded in a machine-292 
readable XML data structure or JSON structure, and which must is accessible through a open 293 
music RESTful API. 294 

Another example, a sound recording that is made available by its Release Creator to the public is 295 
considered to be an OMI resource. Different versions of the sound recording (e.g. different codecs) 296 
is considered to be distinct resources.  Each must not only have a unique identifier, but also must 297 
be accessible through the relevant RESTful APIs. 298 

[Editorial note: For now defer considering electronic IoT devices an OMI resource]. 299 

 300 

6.2 Distributed Resources and Processes 301 

The Internet has been successful since its inception through its adoption of a decentralized model 302 
for processing data packets through various autonomous systems consisting of independently 303 
operating routers. Similarly, modern web-based services (e.g. Amazon) are able to scale-up and 304 
simultaneously serve hundreds or thousands of concurrent users through the use of microservices 305 
architecture that view data (e.g. ISBN data) and processes (e.g. buy in UK) as decentralized 306 
resources spread throughout the network of systems. 307 

There are a number of aspects of decentralization of resources: 308 

• Physical distribution: Data and metadata files are physically stored and processed at 309 
disparate physical locations within in different systems. This physical separation maybe 310 
governed by legal requirements (e.g. different owners) but also by the needs for high 311 
availability of services.  312 

• Distinct addressable copies: Multiple copies of data and metadata placed at distinct 313 
locations must be uniquely identifiable, addressable and reachable. Name-resolution 314 
systems such as the DNS, the Handle/DOI and more recently the IPFS allow for copies of 315 
a resource to be located quickly and independently of one another. 316 
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• Authoritative source: The source of any data and metadata resources must carry additional 317 
information regarding its authoritative source. In cases where a digital signature is applied, 318 
then the signature post-amble (e.g. X509 XML-DSig) shows the signer of the resource. 319 

• Integrity-protection: Copies of data and metadata resources must have integrity protection, 320 
either through cryptographic protection (e.g. digital signature), watermarking or other 321 
mechanisms (e.g. hash stored on ledger). 322 

• Processes as addressable resources: Because data processing and processes that handle 323 
music resources and rights metadata are also considered as OMI resources, and because 324 
they are today distributed across physical systems, then they must also be addressable 325 
and reachable through the relevant API endpoints. 326 

 327 

 328 

6.3 Common View through Shared Ledgers 329 

The music supply chain (like any other supply chain of goods) can operate efficiently if all entities 330 
in the supply chain have visibility into the aspects of the supply chain that are relevant to them. 331 
This common view is achieved through the use of shared ledgers (also called distributed ledger 332 
technology (DLT) or blockchain systems) that allow entities to record the current state of resources 333 
(but not music resources themselves) in the supply chain. 334 

A shared ledger consists of a tightly-synchronized set of distributed databases that maintain exact 335 
replicas of the shared information. Each database maintains the same set of ledger-records that 336 
capture information regarding a resource. The use of cryptographic algorithms to digitally sign 337 
each ledger-record prevents its author from repudiating it at some future time. The tight 338 
synchronization means that forging ledger-records is difficult to perform as the attacker needs to 339 
compromise the majority of the databases. Figure 3 illustrates this concept. 340 

In the context of OMI resources, a shared ledger can be used to accomplish the following: 341 

• Registry of music resources: The existence of a music resource can be captured on a 342 
shared ledger, with pointers or links (URI/URL) to actual music resource that is physically 343 
located elsewhere. More generally, a shared ledger can also be used as a registry for OMI 344 
resources more broadly (e.g. record entity identifiers). Note that the ledger does not hold 345 
the actual resource itself, but merely act as an authoritative directory. 346 

• Registry of legal ownership: The use of cryptographic algorithm(s) to digitally sign a ledger-347 
record may provide a legal foundation for the resource owner to claim legal ownership of 348 
the resource (see US Digital Signature Act of 2000). For example, a music publisher may 349 
declare legal ownership of a new composition by creating a signed ledger record which 350 
points to the new composition. 351 

• Medium for exchange: A shared ledger can be used as a foundation to create a medium of 352 
exchange (of music resources) between one entity to another. A music publisher may 353 
transfer legal ownership to another entity (e.g. another publisher) through a transaction 354 
conducted on the shared ledger, where monetary payments are conducted off-ledger. 355 

• Shared business logic: Some shared ledger technologies allows for “computation routines” 356 
(i.e. small executable code) to be embedded within a ledger-record. Since the ledger 357 
records are replicated across a set of distributed databases, any of these databases can 358 
load the executable code (found in a record) and run it.  This feature allows for entities in 359 
the ecosystem to implement common business logic in the form of shared (replicated) 360 
executable code embedded within some records on the ledger. 361 
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 362 

(Editorial note: Defer discussion about smart-contracts because the legal status of smart-contracts 363 
remains unclear at least in the US). 364 

 365 

 366 

 367 

Figure 3: Concept of OMI Shared Ledger 368 

 369 

 370 

 371 

7 Resource Identification and Addressing 372 

7.1 Introduction 373 

Facilitating proper and efficient interactions between entities in the OMI Framework, requires a 374 
means to identify, name/address and possibly cross-link these entities and resources.  375 

The identifier shall unambiguously and uniquely identify a resource in a context or domain. The 376 
context or domain may be determined by the use or the application. The identifier should be 377 
immutable over the lifecycle of that element and shall be unique within a context or domain. 378 

The address is used to define a place, way or means of reaching or accessing the resource in 379 
order to interact with it. An address may be mutable based on the context. 380 
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The name is a handle that distinguishes the resource from other resources in the framework. The 381 
name may be changed over the lifecycle of that element. 382 

Each of these aspects may be defined separately for multiple contexts (e.g., a context could be a 383 
given country or legal jurisdiction, or a given type/genre of music resource).  384 

An address may be a URL for addressing resource and an IP address for addressing at the 385 
connectivity layer. In some situations, both these addresses would be required. For example, to 386 
do GET operation on a particular resource representation, the client needs to know the address of 387 
the target resource and the address of the server through which the resource is exposed. 388 

In a context of use, a name or address could be used as identifier or vice versa. For example, a 389 
URL could be used as an identifier for a resource and designated as a URI. 390 

A given music resource may possess multiple identifiers meaningful in differing contexts. For 391 
example, in the context of the electronic release notification [DDEX] of a music resource an 392 
identifier string may used within the notification. However, additional identifiers may be used to 393 
refer to music resource on a given shared ledger. 394 

The remainder of this section discusses the identifier, address/ naming and linking from the point 395 
of view of the resource model and the interactions to be supported by the resource model. 396 
Examples of interactions are the RESTful interactions, i.e. CRUDN operation on a resource. 397 

 398 

 399 

7.2 Existing Identification Standards 400 

TBD 401 
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7.3 Cross Linking Identifier and Wrapping Identifiers 405 

TBD 406 

 407 

 408 

 409 

 410 

8 RESTful APIs and CRUDN Operations 411 

8.1 Introduction 412 

The OMI architecture seeks… 413 

 414 

 415 

 416 



Copyright OMI © 2019. All rights Reserved. 17 
 

9 Registration and Discovery 417 

9.1 Introduction 418 

The OMI architecture seeks… 419 

 420 

 421 

 422 

 423 

10 List of Contributors 424 

 425 

 426 

 427 

 428 


